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Overview

Digital transformation of healthcare over recent years, which has accelerated since COVID-19 is
linked to security risks. Transmitting health information and maintaining patient records digitally is
now a mainstay of the industry - but these advances in technology also present opportunities for
patient safety and privacy to be compromised.

As the healthcare sector continues to offer life-critical services while working to improve treatment
and patient care with new technologies, criminals and cyber threat actors look to exploit the
vulnerabilities that are coupled with these changes. The cyber threat landscape continues to expand
rapidly. With each passing day, the cyberattacker ranks grow larger, as does their level of
sophistication and the number of entities they target.

Entities need an incident response plan to combat future incidents so that they can protect their
business reputation and care delivery operations against malicious activity.




HEALTHCARE

PROTECTIVE SHIELD WARGAMING

What It’s About

This event is designed to identify different risk scenarios and prepare healthcare entities for cyber
threats. It’s an activity to evaluate effectiveness of entity’s incident response and communication plan
with the help of simulated incident response scenarios.

The core objectives of exercise are:

* Practice technical skills in no-fault environment

e Train coordination and complex response measures to cyber incidents

e  Practice communication and information sharing with counterparts

* Gain deeper understanding of the technical, political, strategic, diplomatic and legal contexts
e Practice decision making process and procedures

Who Should Attend?

This event is for healthcare leaders as well as technical, risk and compliance teams who are
responsible for mitigating the risks to patients and the healthcare institution.

» Strategy and Management
* Information Technology: Support, Operation, Application, Network
* Information Security: Risk management, Information Security Incident management
» Data Privacy
* Business Continuity and Recovery
* Legal and Compliance
* Corporate Media Communications
* Medical Operations team having role in hospital operations and emergency response
o  Chief Medical Officer
o Emergency preparedness chief
o Emergency department chief

Benefits for the Health Sector Stakeholders:

* Enhance awareness in line with existing processes

e Improve inter-departmental coordination and communication

* Improvise Information Security Incident Management Plan and Procedure
* Determine Technological needs

* Improve Cyber resilience over the long-term
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SCIENTIFIC AGENDA

12th December, 2022 | Monday

SESSION 1

08:00 - 09:00 Registration

09:00 - 09:15 Welcome Address and Introduction
09:15 - 09:30 Introduction and Briefing

09:30 - 09:45 Keynote Speech 1

09:45 -10:00 Keynote Speech 2

10:00 - 11:15 Part 1 of Cyber Wargame

11:15 - 11:30 BREAK (at Facilitator Discretion)
11:30 - 12:30 Part 2 of Cyber Wargame

12:30 - 12:45 End of Session 1 (Closing Comments)
12:45 - 13:30 LUNCH BREAK

SESSION 2

13:30 - 13:45 Introduction About Scenario

13:45 - 15:00 Part 1 of Cyber Wargame

15:00 - 15:15 BREAK (at Facilitator Discretion)
15:15 - 16:15 Part 2 of Cyber Wargame

16:15 - 16:30 End of Session 2 (Closing Comments)
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Registration via Invitation Only

Please note that Registration is via Invitation for Healthcare Protective Shield Wargaming Conference on the 12th of
December 2022.

Healthcare entity participation is mandatory in this event. If any professional is unable to attend due to unavoidable
circumstances, a substitute participant representing the same function will be very welcome. Kindly inform about
the same in advance to Department of Health.
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Sofitel Hotel, Corniche Road
Mé”/ East, Capital Plaza Complex
Abu Dhabi, UAE
Middle East North Africa Conference Company LLC

www.menaconference.com

For registration and further information, please contact C Ll C K H ERE

Tel: +971 2 4919888
Ms. Hanah | Mob.: +971 54 583 0205
Email: hanah@menaconference.com

Tel: +971 2 4919888
Ms. Zandy | Mob.: +971 56 503 3746
Email: zandy@menaconference.com

' . e Thank you!
~ See you at the Healthcare Protective
e Shield Wargaming Conference.
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12™ MONDAY @ SOFITEL HOTEL
DECEMBER 2022 <= ABU DHABI, UAE

Organized by For Registration & more inquiries, please contact:

peped Slaiiad Loy Jladiy basag¥1 Gl 1S54 Ms. Hanah, Ms. Zandy

Phone: +971 2 4919888
M Mokb: +971 54 583 0205, +971 56 503 3746
Email: hanah@menaconference.com

Middle East North Africa Conference Company LLC Email: zandy@menaconference.com

www.menaconference.com



